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Overview
General Agenda

« Whatis MEEA?

 Why is the resilience of critical facilities important to discuss and act
upone

« Three presenters to give state, federal and research perspectives

— How are critical facilities defined?
— Who has the capacity to research the energy needs of these facilities?

— What are funding sources states and tribe can leverage to tackle thise

- Q&A
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Midwest Energy Efficiency Alliance

At MEEA, we leverage our unique position as the Midwest's
frusted resource on energy efficiency policy and programs to
help identify, understand, and implement cost-effective
strategies that provide economic and environmental benefits.

MEEA is a non-profit membership organization with 160+ members, including:
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Energy service State & local Academic & Electric &
companies & governments Research institutions gas utilities

contractors
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Themes

« Efficiency can enhance resilience of critical facilities and their ability to
recover from or entirely withstand disruption during extreme weather
events

« “Critical facilities” are defined differently by different entities

« Enftities in the Midwest are reacting to and preparing for more frequent
extreme weather events in different ways

* Increased crifical facility resilience supports the health and safety of
nearby residents
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Presenters

Amanda LeMaster

Energy Assurance and
Efficiency Coordinator, Office of
Energy Policy, Kentucky Energy
and Environment Cabinet

Megan Levy

State, Local, Tribal & Territorial
Program Project Manager,
Office of Cybersecurity, Energy
Security and Emergency
Response, U.S. Department of

Eliza Hotchkiss

Senior Resilience Analyst and
Manager, Resilient Systems Design
and Engineering Group, Energy
Security and Resilience Center,
National Renewable Energy
Laboratory
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Energy Security Planning-Local Engagement

Kentucky Energy Security PIan\
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Kentucky Energy and Environment Cabinet
Office of Energy Policy Contact Information

TEAM « Kenya Stump, Executive Director
KENTUCK“ = Kenyd.stump@ky.gov

« Ashley Runyon, Assistant Director
ENERGY AND = Ashley.Runyon@ky.gov

ENVIRONMENT CABINET
« Amanda LeMaster, Energy Assurance
and Efficiency Coordinator

= Amanda.lemaster@ky.gov



mailto:Kenya.stump@ky.gov
mailto:Ashley.Runyon@ky.gov
mailto:Amanda.Lemaster@ky.gov
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CESER Mission & Energy Threat Landscape

To enhance the security of U.S. critical energy infrastructure to all hazards,
mitigate the impacts of disruptive events and risk to the sector overall
through preparedness and innovation, and respond to and facilitate recovery
from energy disruptions in collaboration with other Federal agencies, the
private sector, and State, local, tribal, and territory governments.

Evolving Threats to Critical Infrastructure

Extreme Accidents and Cyber Acts of Pandemics
Weather Technical Failures Threats Terrorism

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE




Collaboration and Coordination is Essential

State, Local, Tribal, and
Territorial (SLTT) Governments
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State Energy Officials
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Physical Security Threats

= Rogue actors and domestic violent
extremists are targeting critical energy @ e

A vulnerable power grid is in the crosshairs of domestic

infrastructure extremist groups

... fired at two power substations in Moore County, North Carolina, ... In 2022 there were
25 “actual physical attacks” reported on power. ..

» Of the physical security incidents shared
with E-ISAC between 2020-2022, 3%

resulted in outages or other grid impacts. & The N Voxk Times. . , o
Pair Charged With Plotting_to Attack Baltimore Electrical Grid
. . WASHINGTON — Federal law enforcement officials have arrested two ... the plot to
n N Ota ble | ncrease N re peat a n d CI uste red jarring details of her personal and physical travails.
incidents

Information provided by E-ISAC

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE TLP:GREEN



Cybersecurity Threats

B &icomberg.com

Russian Hackers Tried Damaging Power Equipment, Ukraine

... military intelligence agency launched a cyberattack on Ukrainian energy
facilities, according to Ukrainian cybersecurity officials.

R

ANNUAL THREAT ASSESSMENT T The New York Times

OF THE U.S. INTELLIGENCE COMMUNITY

Cyberattack Forces a Shutdown of a Top U.S. Pipeline

The operator, Colonial Pipeline, said it had halted systems for its 5,500 miles of pipeline
after being hit by a ransomware attack.

Vay 13, 2021

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Critical Infrastructure

1) Systems and assets, whether physical or virtual, so vital that the
incapacity or destruction of such may have a debilitating impact
on the security, economy, public health or safety, environment, or
any combination of these matters, across any local, State, Tribal
and Federal jurisdiction.

2) Critical infrastructure includes any system or asset that, if
disabled or disrupted in any significant way, would result in
catastrophic loss of life or catastrophic economic loss. Some
examples of critical infrastructure include:

« Public water systems serving large population centers.

« Primary data storage and processing facilities, banking centers.
« Chemical facilities located in close proximity to large population
centers.

« Major power generation facilities exceeding 2,000 MW and
supporting the regional electric grid.

« Hydroelectric facilities and dams producing power in excess of
2,000 MW that could cause catastrophic loss of life if breached.

* Nuclear power plants., water, phone and electrical supplies.

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Critical Facilities

« FEMA's Public Assistance Guide (FEMA
322) states that "A critical facility is a
structure that, if flooded, would present
an immediate threat to life, public
health, and safety. Critical facilities
include hospitals, facilities that produce
toxic materials, and emergency
operations centers.

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Innovative Mitigation Measures By States

A LEGEND

= Wisconsin: Critical Infrastructure Microgrid and Community
Resilience Center Feasibility Studies (map)

CIMCRC

Activity 1: Critical
Infrastructure
@® Microgrid

= Modeled on programs from New Jersey BPU, NYSERDA, M
MASS DOER, Maryland, Connecticut, and California. i 7k n Lo 1end2

Oneid: 5 B
i et Activity 2: Critical
Infrastructure

= WI's Refueling Readiness grant program- modeled on ik e © icocric
Oregon’s program. Read more here o |04 g

MenominegOconto Level 3
Dunn

Shawano Activity 3:

» Statewide Assistance For Energy Resilience and Reliability — ilSSSSGaSin o Comminiy
SAFER2 Local fuel and ESF-12 planning program, St R i
templates, guidance, exercise in-a-box, HSEEP compliant: o | G e
PSC Statewide Assistance for Energy Resilience and L TN et L T

Vemon,

Reliability R L g et B O B

Crawford
lowa . Jefferson Milwaukee
Grant

Racine.
Lafayette | Green Rock . [waiworth
TR Kenosha

Farthstar Geosranhics

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE


https://maps.psc.wi.gov/portal/apps/MapJournal/index.html?appid=011d448c66ef498e9011a160d37a2a1f
https://psc.wi.gov/Pages/ServiceType/OEI/RefuelingReadiness.aspx
https://psc.wi.gov/Pages/ServiceType/OEI/SAFER2.aspx
https://psc.wi.gov/Pages/ServiceType/OEI/SAFER2.aspx

CESER SLIT Contact Information

Brandi Martin

{ SLTT Program Manager
Brandi.Martin@hqg.doe.gov
202-586-7983

Megan Levy

SLTT Project Manager
Megan.levy@hqg.doe.gov
202-209-3184

Website:
energy.gov/ceser

u @DOE CESER
m CESER LinkedIn

Protecting our energy

infrastructure is our
shared responsibility.



mailto:Brandi.Martin@hq.doe.gov
mailto:Megan.levy@hq.doe.gov
mailto:Juan.gomez@hq.doe.gov
https://www.energy.gov/ceser/ceser-mission
https://twitter.com/DOE_CESER
https://www.linkedin.com/company/office-of-cybersecurity-energy-security-and-emergency-response/

@DOE_CESER

linkedin.com/company/office-of-cybersecurity-energy-
security-and-emergency-response

energy.gov/CESER

U.S. DEPARTMENT OF Office of
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Manager Resilient Systems Design and Engineering

Senior Resilience Analyst

Eliza Hotchkiss




More than

1,000 s

Workforce, including World-class Partnerships Campus
193 postdoctoral researchers facilities, renowned with industry, 3 campuses operating as
technology experts academia, and living laboratories

132 graduate students
government
89 undergraduate students

NREL | 2



Billion-Dollar Disasters by the Numbers (1980-2022)

Average number of Number of U.S. billion-

Average number of
billion-dollar disasters billion-dollar disasters dollar disasters in 2020,
per year since 1980 per year since 2012 the most on record

/77,
/ e

NSt 2 4 . 2,
Y af & B it

$2.275 8.2 11
Q trillion million  months 1257

Number of Total cost of Number of Duration of Number of
states that have 332 billion-dollar customers who power outages in deaths in Texas
had at least one disasters, lost power in Puerto Rico caused or

billion-dollar the total since Hurricane Sandy, following contributed to
disaster 1980 2012* Hurricanes Irma and by the 2021
Maria in 2017 winter storm

*Source: NOAA National Centers for Environmental Information (NCEI) U.S. Billion-Dollar Weather and Climate Disasters (2022).
https://www.ncei.noaa.gov/access/billions/, DOI: 10.25921/stkw-7w73 NREL | 3



Telecommunication
Interconnections

[,’; /
Utilities and
3rd Parties
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A New Frontier:

The grid is evolving to become more
distributed, intelligent, and complex.

Building
Automation

~

:

Transmission & Distribution

Solar
Inverter
=

Thermostat

Water Heater

Prosumer

Coupled with aging infrastructure, the
vulnerabilities of emerging energy systems
to disruption are not yet well understood.

Electric

~ Vehicle
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Energy
Storage
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The ability to anticipate, prepare for, and adapt
What is to changing conditions and withstand, respond
Resilience? to, and recover rapidly from disruptions
through adaptable and holistic planning and
technical solutions.*

Normal Disruptive Recovery to Longer-Term
Operation Event Stable State Restoration
Disruption Event not Recover quicker B
Begins & disruptive

AN
-
‘~-l--—’

 Restoration Begins

t t, t t, Time

* Hotchkiss, Eliza; Dane, Alex. 2019. Resilience Roadmap: A Collaborative Approach to Multi-Jurisdictional Resilience
Planning. Golden, CO. National Renewable Energy Laboratory. Graphic by NREL.

NREL | 5



https://www.nrel.gov/docs/fy19osti/73509.pdf
https://www.nrel.gov/docs/fy19osti/73509.pdf

Disaster Recovery
and Resilience

NREL's disaster recovery work, largely
through DOE and FEMA, has led to a
deeper understanding of resilience and
how it can be built into research across
the laboratory.

NREL is currently providing expertise
on 50 resilience projects, covering:
Grid stability

* Community planning

Capacity building

* Transportation development codes

s 2SS
Hurr/cane damage to a solar PVarray in the U.. S Virgin /s/ands

/
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~ Historic Recovery
Projects

2005

New Orleans,
Louisiana

Sustainable building

codes for rebuilding.

2006

Greensburg,
Kansas

Sustainable building
codes for rebuilding and
wind farm analysis for
development.

New York and
New Jersey

Resilient rebuilding,
energy efficiency,
transportation and
mobility, and
sustainability.

2016

Oglala Sioux,
South Dakota

Culturally appropriate
capacity building for
efficiency and
renewable energy
solutions.

2016
West Virginia

Technological review for
economic development
repurposing mine lands
for renewable energy
development enhancing
economic stability.

USVI and Puerto
Rico

Integrating efficiency
and renewables into the
grid, developing
microgrids, analyzing
critical infrastructure,
and ongoing technical
assistance.




Key Research Areas
for Resilience
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Metrics Value of
Resilience
Performance based Price vs. Value
Attributes based Investments
Scale Return on Investment

Modeling

Grid simulation
Community
infrastructure
Building performance

NREL | 8



Resilience Roadmap

A Collaborative Approach to Multi-Jurisdictional Planning

Convene Understand Prepare Develop Prioritize Commit Implement Evaluate
D—o—o—o @ oo o (o
Intergovernmental Preparation Planning & Strategy Plan Adoption,
& Coordination Development Implementation & Evaluation

To mitigate hazards and risks, the Resilience Roadmap offers comprehensive
guidance for federal, state; and local entities to effectively convene at the
regional level for adaptable and holistic‘planning. This multi-jurisdictional
approach requires major cooperation across boundaries, considerable reliance
on partnerships and multi-agency.collaborations, and significant utilization of The ability to anticipate, prepare for, and
interdisciplinary teams. adapt to changing conditions and

WHAT IS RESILIENCE?

withstand, respond to, and recover rapidly
from disruptions through adaptable and

St e p_ by_ Ste p P rocess holistic planning and technical solutions.

To constructively lead intergovernmental planning efforts with tangible
outputs, follow these steps in order: -

@ Intergovernmental Preparation and Coordination Contact Eliza Hotchkiss with questions

about the resilience planning process.
@ Planning and Strategy Development



https://www.nrel.gov/resilience-planning-roadmap/

Resili
esilience e
Valuation - SSS ad <'$'>=

Resilience investments often take the

¢ ¢ t-benefit decisi Resilience Not Valued Resilience Valued
Ofm Of d COS ene_ It decision, so we Optimal Solution: PV 113 kW Optimal Solution: PV 134 kW
must be able to weigh the cost of an Battery 5 kW /6 kWh Battery 32 kW /79 kWh
investment against the value, or L
benefit, it provides. NREL focuses on: & $250
(2]
e
*  How value of lost load evolves = %5166
over time g
=
: 150
System-wide consequences due '; 2
to interdependencies £ s100
. . . [e]
The potential for distributed 5 -
energy resources to mitigate
long-duration outages $0
. . Benefits Costs Benefits Costs
The associated impacts on (excluding micro-grid (excluding micro-grid
hardware) hardware)

societal welfare through health,
safety, and the economy. M Energy Savings M Demand Charge Savings
[Tl Avoided Outage Costs M CapEx M O&M

https://cdfc.nrel.gov/




Critical Facilities
Mapping for States

Funded by DOE’s State
Energy Program for a nine-
state cohort initially.

@ Prioritize Statewide Critical Facilities

Develop a spatial inventory of facility locations and identify highest-priority facilities for
energy resilience investments using a combination of site-specific characteristics and
county-level metrics.

@ Select One Facility for Energy Analysis

Work with stakeholders to select one high-priority facility in each state for in-depth
onsite energy system analysis.

@ Identify Resilient Energy Solution for Facility

Collect energy load data for selected facility and use NREL's Renewable Energy
Optimization (REOpt) - modeling tool to identify a cost-optimal onsite energy system to
increase resilience.

NREL | 11



Mapping Critical
Facilities and
Resilience Hubs

Using a prioritization
process with stakeholder
engagement can help
identify areas for resilience
hubs. Paired with ReOpt
analyses systems can be
sized for renewable energy
+ batteries for different
loads and outage
durations.

e

W Mabl

S5} uuor

Iohn Young Pkwy

ette St

W Vine St

NR

W Vine St

»

Critical facilities color-coded by type and sized according to Lifeline Scores.

Critical Facilities

14,025 Total

© COMMUNICATIONS
® aas

@ schooL

® GROCERY

© WASTEWATER TREATMENT PLANTS.

® FIRESTATIONS
® SHELTER

® PHARMACY

@ POLICE STATIONS.
© ALTERNATIVE FUEL
® OTHERS

127 Hospitals

20 Government
374 Nursing Home
488 Police Stations
1.5K Grocery

1.7K Schools

870 Pharmacy

979 Shelters

1.1K Water Treatment
1.9K Gas Stations
487 Alternative Fuel
3K Communications
95 Urgent Care
142 Emergency Op.
186 Correctional
982 Fire Stations
115 Dialysis

E Vine St

Evinesy. ®

Nursing Homes provide a
high level of service in Food,
Water, Shelter, Health, &
Medical lifelines

7ca g

Pharmacies provide a low
level of service in Food,
Water, Shelter, Health, &
Medical lifelines

A

Critical Facilities

GROCERY
COMMUNICATIONS
SCHOOL
PHARMACY

FIRE STATIONS
SHELTER

NURSINGHOME
POLICE STATIONS
ALTERNATIVE FUEL
QOTHERS

e 000000000

Minimum: 3

WASTEWATER TREATMENT PLANTS

NREL |
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Resilience Roadmap for Resilience Planning
https://www.nrel.gov/resilience-planning-roadmap

Resources for
Resilience

Customer Damage Function Calculator for Valuing
Resilience
https://cdfc.nrel.gov/

Technical Resilience Navigator: DOE FEMP funded
NREL and PNNL to develop a detailed resilience
assessment tool

https://trn.pnnl.gov/

Other Resources:
https://www.nrel.gov/security-resilience/
https://www.energy.gov/scep/state-energy-program

NREL | 13


https://www.nrel.gov/resilience-planning-roadmap/
https://cdfc.nrel.gov/
https://trn.pnnl.gov/
https://www.nrel.gov/security-resilience/
https://www.energy.gov/scep/state-energy-program

for pubh.catl 3

or reprodlice th

Eliza Hotchkiss, Senior Resilience Analyst
and Resilient Systems Design and
Engineering Group Manager

= Eliza.Hotchkiss@nrel.gov
www.nrel.gov



http://www.nrel.gov/

Flood Recovery in Galena, Alaska

In May 2013, the Yukon River overflowed its banks with
water and ballistic ice, severely damaging 90% of the
homes and businesses in the remote Alaskan community
of Galena.

The NREL Solution

NREL received funding from the Federal Emergency
Management Agency to conduct site assessments that
analyzed the potential to adopt water and energy
efficiency measures, deploy on-site renewable energy
generation technologies, and prepare for future flooding.

Impact 2 B = Nl
Renewable energy projects previously discussed by the ~ | Project Team
town were able to be realized, with community input and . 2
buy-in from the bottom up. Adding green technologies A\
’ -

has given Galena a greater degree of energy
independence.

Sponsors: Federal Emergency Management Agency




Solar PV Storm Preparation Checklists for Puerto Rico

In 2017, hurricanes Irma and Maria left 1 million Puerto
Rico residents without power. Assessments show that
much of the damage to photovoltaic (PV) systems could
have been avoided by taking relatively simple pre-storm
preventative measures.

The NREL Solution

The storm-hardening checklists provide concrete actions
to assist PV owners and operators. The guide describes
the components of a PV system and lists pre-storm
measures for utility-scale ground-mounted systems,
distributed roof-mounted systems, and distributed
ground-mounted systems.

Impact o
Operational post-storm distributed PV systems could serve : ‘
customers when the grid is damaged, and larger-scale PV
systems can power essential services.

Don Jenket James Elsworth Eliza Hotchkiss

and DOE Office of Electricity

S

Sponsors: Federal Emergency Management Agency (FEMA), ',
o
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Thank you!

M jliechty@mwalliance.org
www.mwalliance.org D
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